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Emulex Solution Implementer’s Series

This document is part of the Emulex Solution Implementer’s Series, providing Implementers (IT
administrators and system architects) with solution and deployment information on popular
server and software platforms. As a leader in I/O adapters — Fibre Channel (FC), Ethernet,
iISCSI and Fibre Channel over Ethernet (FCoE) — the Emulex technology team is taking a lead
in providing guidelines for implementing 1/O for these solutions.

Executive summary

Emulex Universal Multi-Channel (UMC) for OneConnect™ OCe11102 10 Gigabit Ethernet
(10GbE) adapters provides powerful port partitioning and traffic management capabilities to
optimize bandwidth allocation. With UMC, system administrators can partition a dual-port
0OCel11102 adapter into eight PCle functions (virtual ports or channels) with assigned bandwidth
that can be integrated into both physical and virtual servers.

Intended audience: System and network architects and administrators

Introduction

Emulex UMC enables four PCle functions per physical port with OneConnect OCe11102
adapters. With UMC enabled, OCe11102-N network adapters support four NIC functions,
referred as UMC NICs, for each physical port. OneConnect adapters with storage capabilities
support three NIC functions plus an iSCSI function for OCe11102-1 adapters or an FCoE
function for OCe11102-F adapters. Bandwidths for each function can be specified as a
percentage of the full 10Gbps for the adapter port.

NIC functions are presented to the operating system or hypervisor as a physical port with a
separate MAC address and assigned bandwidth. UMC is enabled and managed at boot time.

Most servers are currently deployed with multiple 1GbE physical connections. Typically these
additional ports are used to support virtual servers and high availability, and to provide
bandwidth needed for I/O-intensive applications. UMC provides a similar capability for 10GbE
networking using individually configurable partitions of the 10GbE port. With UMC, data centers
can save on costs for cabling, adapters, switches and power. Use cases for UMC include:

1. Virtual Servers: Virtualized servers typically require 6-8 1GbE ports for virtual machine
(VM) migration, management, backup and storage connections, plus support for VMs that
require high bandwidth. Best practices also require two redundant ports with each function
for high availability. With UMC, a dual-port OCe11102 adapter will provide the equivalent
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of eight adapters to the hypervisor with the capability to allocate bandwidth for each

function.
Eight 1GbE Ports Two 10GhE Ports with UMC
\ ——= o B \ = o b

VM Migration— 2Gh
Management— 2Gh
Storage —4Ghb

VMs - 12Gh
VM Management MNASor WMs
Migration iSCS
Storage

Figure 1. Virtual Server Deployments with 1GbE and 10GbE with UMC-

2. Converged Storage: 10GbE ports can be used for LAN traffic and SAN storage traffic.
With UMC, one of the PCle functions can be dedicated to either FCoE or iSCSI storage
connectivity. By converging storage traffic onto Ethernet, you can save up to 28% on
switches and adapters, 80% on cabling, and 42% on power and cooling.

3. Redundant Connection Paths: Another use case for multiple ports is teaming across
redundant physical ports with groups of network cards configured to act as a single unit for
high availability. Using UMC, functions on the first physical port can be teamed with
functions on the second physical port, or a port or UMC function on a different adapter.

4. Quality of Service (QoS) Bandwidth Distribution: Some applications such as backup
and video will benefit from greater bandwidth, while other applications require a minimum.
With UMC, bandwidth can be allocated as a percentage of the full 10Gb capacity based on
the individual application requirements.

This Solution Implementer’s Series white paper presents the necessary steps to configure
Emulex UMC.
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Universal Multi-Channel Overview

Key UMC capabilities

Switch-agnostic support, works with any 10GbE switch.

Creation of four physical functions (PFs) per physical port, with the mapping of PFs to
physical ports as follows:

* PFO, PF2, PF4, PF6 > Port0

» PF1, PF3, PF5, PF7 > Portl
Separate transmit and receive queues for each channel
Channel isolation with unique Virtual LAN (VLAN) assignments. Based on the IEEE
802.1Q VLAN standard, each channel has its own independent broadcast and multicast
domain.
Optimized virtual server deployments. Enables allocation of separate PFs for VM
migration, console management, storage and network traffic for individual VMs.
Customizable solutions for OEM customers

UMC Physical Functions

When UMC is enabled on an Emulex OneConnect OCe11002 dual port network adapter, each
10GbE port is partitioned into four isolated PFs. As shown in Figure 2, there are a total of eight
PFs available on an OCel11102 dual port adapter.

Switch A & B Function No.#

10Gb Ethernet PO

JosiniadAH 10 SO

Multiple NIC Partitions P1

Figure 2. UMC Physical Function Mappings
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PFs must be configured as trunk ports on the switch (Switch A and Switch B in Figure 1).
Switch ports P1-P4 in Figure 2 may be configured as access ports or as trunk ports to

distribution and/or core switches in the network.

Although UMC support for NIC functions is switch agnostic, a switch that supports Data Center
Bridging (DCB) is required for FCoE and is also required when iSCSI is used with DCB.

With UMC, physical functions (PFO — PF7) are presented to an operating system or hypervisor
as eight independent adapters. Port mapping examples are shown in Tables 1 and 2. In Table
1, all of the physical functions are configured as NICs. In Table 2, one of the physical functions

for each port is configured for storage.

. Port 0 Port 1
CIENIE| 179 Physical Function | Physical Function
0 NIC PFO PF1

1 NIC PF2
2 NIC PF4
3 NIC PF6

Table 1. UMC Port Mapping - NIC Only

Port O
Physical Function

Function Number Channel Type

PF3

PF5

PF7

Port 1
Physical Function

0 NIC PFO
1 Storage (iSCSI or PF2
FCoE)

2 NIC PF4
3 NIC PF6

Table 2. UMC Port Mapping - NIC and Storage

PF1

PF3

PF5

PF7
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Using VLANs with UMC

The logical port VLAN ID (LPVID) for a UMC NIC is initially configured using Emulex boot
utilities and is the default VLAN ID (2-4094) that identifies the network channel. An LPVID is not
assigned to a UMC iSCSI or FCoE function.

NOTE: With this release, LPVID values assigned with Emulex boot utilities are not
reported by OneCommand Manager. LPVID values will be reported in a future release.

For existing network environments, assign LPVIDs that correspond to VLANSs previously
configured in your network. The switch ingress port should be set to trunking mode to carry
traffic for multiple LPVIDs. The switch ingress port must allow all LPVIDs that are assigned to
UMC NICs for the adapter port.

UMC NICs work like physical adapter ports within the network. VLAN membership and trunking-
mode between multiple switches are left to the discretion of the system administrator but must
include all VLAN IDs in order for traffic to accepted by other systems in the network.

There are two scenarios that can be used for LPVID assignment:

¢ Emulex PXESelect™ or System Configuration and Boot Management Utility:

An LPVID must be assigned to each UMC NIC when UMC is enabled with the PXESelect
or System Configuration and Boot Management Utility. Each UMC NIC can be configured
for a default LPVID and the LPVID value must be unique within the physical port.

e Operating System or Hypervisor:

LPVID values that are assigned at boot time can be overridden using utilities in the
operating system (OS) or hypervisor. With this option, the same LPVID can be assigned
to multiple UMC NICs on the same physical port. In a virtualized server, this allows UMC
NICs to be assigned to different VMs and communicate over the same VLAN.

NOTE: Only one VLAN can be assigned to a UMC NIC with Windows operating systems.
Up to 63 VLANS can be assigned with other operating systems.

The same LPVID can be assigned to UMC NICs on both ports of the adapter for redundancy
and high availability as shown in the following example:

Port O Port 1
Physical Function LRVID Physical Function LRVID
PFO 2 PF1 2
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PF2 5 PF3 5
PF4 9 PF5 9
PF6 12 PF7 12

Table 3. UMC Port Mapping for High Availability

LPVIDs and Non-Virtualized Servers

Figure 3 shows an example where LPVIDs have been configured in a non-virtualized OS.
UMC NICs for Port 0 have been assigned to VLAN 100; UMC NICs for Port 1 have been
assigned to VLAN 200. LPVID values assigned in the OS will override LPVID values assigned

in the BIOS.
Client 2 Client 3
Client 1 Client 4
8
Switchport 1/5 é" >
Access VLAN 200 8&F NE
5, £¢ R
’('C?oo ‘ES’ :.;a*\\l\}\\
L%
EAN 7//, /
% 2=323:2%2 z/z 3
\9 Q0 00 —J
Switchport 1/4 Switchport 1/10
Trunk Trunk
UMC BIOs
Configuration
Port 0 Port 1

Port 0
LPVID 2 / 2.5 Gbps To Switch
LPVID 3 / 2.5 Gbps Port -
LPVID 4 / 2.5 Gbps J o0
LPVID 5 / 2.5 Gbps 0 o

Port 1 )
LPVID 6/ 2.5 Gbps L ::’r"‘"‘
LPVID 7 / 2.5 Gbps
LPVID 8 / 2.5 Gbps
LPVID 9 / 2.5 Gbps

Figure 3. LPVID values configured in a non virtualized operating system
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LPVIDs and Virtualized Servers
The following example is based on VMware vSphere 5 (ESX 5.0 hypervisor).

The ESX hypervisor assigns all of the network functions on a server to a virtual NIC (vNIC),
including UMC-based functions. Figure 4 is a screen capture from the OneCommand Manager
VMware vCenter plug-in module that shows the assignment of the first physical function on Port
0 to vmnic10.

(% FCOE28.ad.emulex.com - vSphere Client

fle Edk Vew Inventory Administration Phug-ins Help

G & “j Home b &8 Inventory b @] Hosts and Clusters

& e ¥
C @ Flcoefi"d'm'(““ 10.192.32.29 YMware ESXi, 5.0.0, 441354 | Evaluation (15 days remaining)
= [y Cluster -
= gl $)_Tech_MT Getting Started ), Summary . - Virtual Machines . | Performance . " Configuration . Tasks & Events .\ Alar
[ 10.192.32.29 [ 1 -
& Y0.50 ekttt i s | | wiew: |Portinformation PCIRegisters VFD
& st = %510.192.32.29
& w252 -
= I 0Ce11102-FM
(B W3.53 = Driver Name: beZnet.o
@ vM4.54 = ®ePort 0
Driver Version: 4.1.154.0
3 WMS5.60 M 00-00-C9-88-1C-F9 i
¥M6.170 MAC Address: 00-00-C9-E8-1C-F9
g g M1 00-00-C9-88-1C-F3 -
’ Perm MAC Address: 00-00-C9-E8-1C-F9
ML 00-00-C3-88-1C-F7
P E
M1, 00-00-C9-68-1C-F6 i e
s‘b‘al'l&‘k:
= =@ Pport 1 =
y A .
M1, 00-00-C9-88-1C-FD i L, v
1P Address Origin:
M 00-00-C9-88-1CFC ik gl o
nk <
M1, 00-00-C9-88-1C-F8 S we
| Interface Name: vmnic10
NI 00-00-C9-868-1C-FA
Port Speed: nia

Figure 4. Virtual NIC functions assigned to UMC physical functions
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As shown in Figure 5, vNICs and their associated UMC function can then be assigned to a
virtual switch (vSwitch) and VLAN.

Client 2 Client 3

Client 4
Client 1

Switchpart 1/5
Access VLAN 200

Switchpart 1/2
Access VLAN 200

E;’
_9‘\’(;3‘0%‘ ! o
' RS EEEEEE ==/
D @ POQUO0nog T
- ]

— Switchport 172 Switchport 1/4 | Switchport 1/10 Standard Switch: wSwitchi Propestiss
Bocess Trunk Trunk e N
VLAM 300 | VM Network 2 @, —o B vmnics 2500 Full (2
5 |4 vitual machine(s) | VLAN ID: 100 Lo W@ vmnic11 2500 Ful
VMOS0 B
vM1S51 @4
VM52 iS5
vM3S3 B¢ |
UMC BIOs Configuration
Standard Switch: wSwitch2 Remove... Propertes
Port 0 Port 1 et e
PartQ 0 VM Network 3 e_ W@ vmnic £ 2500 Full O3
B |4 virtual machine(s) | VLAN ID: 200 Lol vmnic10 2500 Full O
LPVID 2 / 2.5 Gbps To Switch Port VME.170 B
LPVID 3 / 2.5 Gbps =) VM7.80 4
LPVID 4 / 2.5 Gbps VMAS54 o4
LPVID 5 / 2.5 Gbps vMs.£0 B
© VMware, Inc.
et Standard Switch: vSwitch3 Remove. Properties, ..
LPVID 6 / 2.5 Gbps To Switch Fort VMNICA,11 VMNIC 6,10 VMNIC 5,7 @l Fault Telarance logging @ i -:nmrs 2500 Full 2
LPVID 7 /2.5 Ggps vSwitch L J— e vmk 12,45 | VLAN ID: 300 Lol vmnic? 2500 Full
LPVID 8 /2.5 Gbps (VLA 100} (VLAN 200) (VLAN 300) ™ .
LPVID 9 / 2.5 Gbps | | 7 vMkernel 2 Vmetion Q.
: g : e

Vmk 2

Figure 5. UMC functions assigned to a vSwitch and VLAN

UMC Configuration

UMC NICs can be configured with the same utilities that are used to manage physical NICs.
For example, Maximum Transfer Unit (MTU) can be set individually for each UMC NIC.

As detailed in the following section, bandwidth is assigned to UMC NIC and storage functions at
boot time and must total 100% for each physical port. LPVID values are also assigned to UMC
NICs. LPVID values are not assigned to storage functions.
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Deploying OneConnect Adapters with UMC

Although UMC is only supported with OneConnect OCel11102 adapters, it is possible to use
older OCe10102 adapters with a UMC-enabled OCe11102 adapter in the same server. UMC
also requires a minimum version of driver, firmware, boot code and management software.
Download the most recent software for OCe11102 adapters from
http://www.emulex.com/downloads.

0S Ethernet FCoE iISCSI OneCommand Firmware
Driver Driver Kit Driver Kit Manager and Boot
Code

Windows 4.0.346.0 2.50.007 4.0.317.0 6.0.9.3
Server
2008 R2
RHELG6.0 4.0.359.0 8.3.5.44.4p 4.0.323.0 6.0.9.1
VMware 4.0.306.0 8.2.1.105.34 4.0.317.0 Core Kit
4.1 5.2.12.2-1
CIM Provider pe
3.4.15.5
Plug-in
1.1.0
VMware 4.0.355.1 8.2.2.105.36 4.0.317.1 CIM Provider
5.0 3.4.15.5
Plug-in
1.1.0

Table 5. Minimum software requirements for UMC

Determine network requirements such as VLANSs, bandwidth, trunk ports and load balance prior
to configuring UMC. Converged traffic such as FCoE or iSCSI over DCB will require specialized
network switches. If your configuration requirement is multiple NICs only, you can use a
standard 10GbE Layer 2 switch.

Prerequisites

1. Install Emulex OCel11102 adapter.
2. Install drivers.

3. Install OneCommand™ Manager management software and/or required CIM provider for
VMware.

1 Solution Implementer's Series | Emulex OneConnect 10 Gigabit Ethernet Adapters
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4. Install firmware. The UFI firmware image will contain both firmware and boot code. A
server reboot will be required after the firmware update is installed.

UMC can then be configured using the PXESelect Utility or the System Configuration and Boot
Management Utility.

Configuring UMC with PXESelect Utility
Use the following steps to configure UMC with the PXESelect Utility:

1. On server restart, invoke the Emulex PXESelect™ Ultility by pressing <CTRL><P>.

2. From the PXESelect Utility, select Enabled tab on the Controller Configuration Menu for
Multi-Channel Support. Press <Enter> to accept and then Save the configuration.

% DL380G7_32.244 - Virtual KVM Client
Connection USB Profile Keyboard Video Mouse Tools View Vitual Media Help
G G e s | N &0 ) o | I L ()
Controller #8 - Enulex PXESelect Utility vd4.8.246.8

11> Moves Cursor, <Esc> Cancel Selection, <Enter)> Accept Selection
]

Desktop Size is 1024’

T = | nom [ caps | sci

Figure 6. Controller Configuration

3. A message will display indicating a reset is required. Press “Y” to reset the system.

4. After the system resets, invoke PXESelect (<CTRL><P>) and select Continue on the
Controller Configuration screen to proceed to the Port Selection Menu. You must
configure both Port 0 and Port 1. Select Controller #0 — Port #0 and press <ENTER>.

12 Solution Implementer's Series | Emulex OneConnect 10 Gigabit Ethernet Adapters
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- DL370G6_32.31 - Virtual KVM Client.

ection USB Profile Keyboard Video Mouse Tools View Virtual Media Help

G e g I &7 I | l

Controller #8 - Enulex PXESelect Utility v4.8.368.3

11> Moves Cursor, <Esc> Previous Menu, <Enter> Accept Selection

Geskiop Size s 1029768 - [ [ [cws [

Figure 7. Port Selection Menu
5. Use commands in the Multi-Channel Configuration Menu to do the following:

a. Enable Admin Logical Link for functions 0 through 3.

Configure Channel QoS Speed. This determines the maximum transmission
bandwidth for the network channel, specified as a percentage of the maximum
link speed. For example, 25% would be a transmission up to 2.5Gbps. The sum
of total bandwidth for all channels must not exceed 100%.

c. Configure LPVID. The range of LPVID values is 2-4094 and each port must
have a unique LPVID.

d. Save Configuration

e. Press ESC key to configure Controller #0 Port 1.

Figure 8 illustrates all Logical Links enabled, 25% bandwidth for each NIC and assigned
LPVIDs 25, 35,41, 5.
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Connection USE Profile Keyboard Video Mouse Tools View Virtual Media Help

FRaelE s N

Controller #8:1 - Enulex PXESelect Utility v4.8.381.8

HultiChanmmel Configuration
Controller #8 — Port #1: Bus 86 Dev

Port Speed : 18 Gbhps
Physical Link Status : Link Up
PXE Boot Support : Disabled

Func Type Admin Bandwidth LPVID MAC Logical SR-10V
# Logical (1-188:) (2-4894) Address Link
Link Status
#3 NIC Enab led # 25 #8-88-c9-bb-—c9-aa Link Up Disabled
#1 NIC Enab led 7 35 88-88-c9-bb-c9-ab Link Up Disabled
#2 NIC Enab led % 41 88-88-c9-bb—c9-ac Link Up Disabled
#3 NIC Enab led “ 5 B8-88-c9-bb-c9-ad Link Up Disabled

[Configure PXE ULAN ID/Priorityl
[Port Identification] [Savel
[Erase Configurationl

Desktop Size s 1029758 [& [wm [caes [sord

Figure 8. Multi-Channel Configuration for NICs

6. As shown below, function #1 is the default channel for iISCSI or FCoE storage channel.

al Media Help

MultiChannel Configuration
Controller #8 - Port #B8: Bus 21 Dev

Port Speed : 18 Gbps
Physical Link Status : Link Up
PXE Boot Support : Disabled

Func Type Admin Bandwidth LPVID MAC Logical SR-I0V
# Logical (1-188:x) (2-4894) Address Link

Link Status
#8 NIC Enabled # 4 88-88-c9-bb-1c—-f6 Link Up Disabled
#1 FCoE Enabled % N/A 88-88-c9-bb-1c—f7 Link Up Disabled
#2 NIC Enabled “ 6 A8-88—c9-bb-1c—f8 Link Up Disabled
#3 NIC Enabled # 7 B8-88—c9-bb-1c—f9 Link Up Disabled

I

[Configure PXE VLAN ID/Priorityl
[Port Idemtificationl [Savel
[Erase Configuration]

Tab> Next Field, <Shift+Tab> Previous Field, <Esc> Cancel Dialog Box

Deskiop Size 15 1029x765 [ 2 [nom [caes [scee

«

»

Figure 9. Multi-Channel Configuration for FCoE and NIC
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7. After configuring both Controller Ports 0 and 1, press <ESC> as needed, then press “Y”
to exit the PXESelect Menu. At this point UMC is configured and the server will proceed
with its normal boot process.

Configuring UMC using System Configuration and Boot Management Utility

The Configuration and Boot Management Utility can be used with servers that support Unified
Extensible Firmware Interface (UEFI). Use the following steps to configure UMC:

1. On server restart, invoke the System Configuration and Boot Management utility by
pressing <F2>. This option may vary on various server models.

2. Select System Settings, then Select Network Device options and press <Enter>.

3. Select the Emulex NIC then press <Enter>

4. Select Multichannel from the Emulex NIC Selection menu and press <Enter>.

Emulex NIC Selection

Enulex OneConnect 0Cm11102-N-¥, NIC/TOE, Port O Multichamel
Configuration

Firmware Uersion : 4.0.132.0

Bus:Device:Function : 15:0:0

Link Speed : 10 Gbps

Advanced Mode <Disable>

Multichan

Switch Co|Logical Port ULAN ID (LPUID) must be set to a valid value

Emulex Flash Update Utility
Port Identification
Erase Configuration

Tl=Move Highlight <Enter>=Select Entry

Figure 10. NIC Selection

5. Select a function number and press <Enter> to enter the Multi-Channel Configuration
Menu.
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Function Configuration

Function 1
Function 2

Function 3

T
ol LV

Ti=Move Highlight <Enter>=5helect Entry

Figure 11. Function Configuration Menu

6. Enable the UMC function, configure bandwidth and assign an LPVID.

Multichanmnel Configuration

Function Type =~ : NIC
Permanent MAC : 00:00:C9:5B:A7:82
Current MAC : 00:00:C9:5B:A7:82
Logical Link Status: Link Up

SRIOV - <Disable>
Function : <Enable>
Bandwidth z [25]1

LPUID - [2]

Ti=Move Highlight

Figure 12. Multi-Channel Configuration Menu

Enter to configu
function param 5.
Enter SAUE to effect
any configuration
changes

Function Type

Complete the steps above for Functions 0 — 3. Make sure the UMC function is enabled,
bandwidth across all functions totals 100% and a unique LPVID is assigned to each NIC
function. A storage function type does not require an LPVID.
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High Availability with UMC

UMC NICs can be configured for high availability with the same procedures that are used for
physical ports. The following sections provide information to configure high availability for
Windows, Linux and VMware.

NOTE: UMC NICs do not support link aggregation or port trunking using IEEE 802.3ad Link
Aggregation Control Protocol (LACP).

With this release, LPVID values assigned with Emulex boot utilities are not reported by
OneCommand Manager. LPVID values will be reported in a future release

Windows

Use the OneCommand NIC Teaming and VLAN Manager Utility to team UMC NICs with other
UMC NICs or other physical adapters. Make sure the selected UMC NICs for teaming are not
associated with the same physical port. This will ensure traffic will fail-over to the secondary
port and switch in the event of a link failure.

Use OneCommand Manager to identify and select the correct physical function, IP Address or
MAC for physical ports. Using OneCommand NIC Teaming and VLAN Manager Utility, select
the Show Config Tab to view the MAC Address of all UMC NICs and other physical NICs in a
server. Refer to the OneCommand Teaming and VLAN Manager User Guide for more
information on NIC teaming with Windows.

Linux

Use the OneCommand Manager CLI or GUI to identify MAC addresses and physical PCle
function numbers, and to manage UMC FCoE and UMC NIC adapters. Use the ifconfig
command to configure IP addresses for all UMC NICs.

As a best practice, verify the UMC-Adapter Physical Port association, PCle function and MAC
address prior to bonding UMC NICs. Make sure all bonded UMC NICs are not partitioned from
the same physical port. This will ensure redundancy in the event of a physical link failure.

VMware

Since virtualized servers are a common use case for UMC, more details will be provided on
configuring high availability with UMC and VMware.

From the vSphere Client, use Network Adapters to show the list of UMC NICs that can be
provisioned as uplinks for vSphere standard or distributed switches. UMC NICs can be used for
individual VMs, VMotion, management and other network traffic types such as NAS storage.

17 Solution Implementer's Series | Emulex OneConnect 10 Gigabit Ethernet Adapters
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Hardware

Getting Started | Summary | Virtual Machines | Performance K TE Tt

10.192.32.32 VMware ESXi, 5.0.0, 456551 | Evaluation (40 days remaining)

Tasks &Events ' Alarms | Permissions ' Maps ' Storage Views Hardware Status = Emulex OneCo (|

R 10.192.32.32

Processors
Memory

Storage
Networking
Storage Adapters

» Network Adapters

Advanced Settings
Power Management

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Power Management

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Allocation
Agent VM Settings

Advanced Settings

Network Adapters

Device | Speed | Configured | Switch | MAC Address | Observed IP ranges
Emulex Corporation OneConnect 10Gb NIC (be3)

@ vmnics 10000F... 10000 Full None None

B vmnic? 10000F... 10000 Full None None

B vmnics 1000 Full 1000 Full None None

EB vmnics 1000 Full 1000 Full None None

B vmnict 2000 Full  Negotiate None None

B vmnics 2000 Full  Negotiate None None

@ vmnicl 2000 Full  Negotiate None 00:00:c9:bb:1cfa  None

B vmnicd 2000 Full  Negotiate None 00:00:c8:bb:1cfs  None

Intel Corporation 825741 Gigabit Network Connection

B vmnic2 1000 Full  Negotiae vSwitch 00:1b:21:9a:21:02  10.192.32.1-10.192.47.254

I IC|

9 Tasks @ Mlarms |

|License Pericd: 173 days remaining  [Administrator %

Figure 13. Available UMC NICs at Various Speeds

VMware recognizes a UMC NIC as an available vmnic that can be configured using a vSwitch to
handle network traffic. As a best practice, configure UMC NICs across physical ports using
equal bandwidth to ensure consistency across active and standby or aggregated link paths.
Also, make sure the vmnics selected for redundant paths are not on the same physical port. In
Figure 13, vmnic10 and vmnic 11 are selected at 2 Gbps for VM traffic.
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|J-_-T,J Add Network Wizard

Virtual Machines - Network Access
Virtual machines reach networks through uplink adapters attached to vSphere standard switches.
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Select which vSphere standard switch will handle the network traffic for this connection. You may also create a new
vSphere standard switch using the undaimed network adapters listed below.
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Figure 13. UMC NIC vmnic10 and vmnic11 for Virtual Machine Network Access
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The OneCommand Manager Plug-in can also be used to view UMC channel settings.
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Figure 14. Emulex OneCommand Manager Plug-in view of UMC NICs and UMC FCoE
adapters

Conclusion

The UMC capability for Emulex OneConnect OCel11102 10GbE network adapters provides
increased flexibility by allowing each adapter port to be partitioned into eight functions that can
be assigned bandwidth and allocated for specific uses. This is particularly beneficial for
virtualized servers where individual functions can be assigned for VM migration, system
management and 1/O intensive applications running in VMs.

This white paper has provided details on UMC functionality, setup and configuration.
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UMC is enabled?

Appendix A - Q&A

1. Does a VLAN ID configured in the operating system override the LPVID that is set when

Yes. A VLAN ID added from the host OS will be part of the VLAN list for the channel. The
following table shows the transmit and receive scenarios for a packet:

VLAN Scenario

Receive Path

Transmit Path

LPVID assigned with Emulex
boot utility.

Channel will receive packets
that are tagged with LPVID
only.

VLAN ID for transmit packets
will have LPVID value
assigned with Emulex boot
utility.

LPVID assigned with Emulex
boot utility overridden with
VLAN ID configured in the
host OS.

Channel will receive packets
that are tagged with either
the LPVID or the VLAN ID
configured in the host OS.

VLAN ID for transmit packets
will be the VLAN value
configured in the host OS.
Any untagged packet from
the host OS will be tagged
with the default LPVID.

Is teaming supported on multiple channels in UMC mode?

Yes. However, LACP configuration is not supported when UMC is enabled.

What is the DCB limitation when UMC is enabled?

Enhanced Transmission Selection (ETS) is only enabled for the storage channel, which
allows the storage channel to consume 100% of the link-speed in absence of the network
traffic. Network traffic is hard-capped with the configured bandwidth for UMC NIC channels.

What additional switch configuration is required in the UMC enabled mode when channels

are filtered by LPVIDs?

LPVIDs create individual broadcast and multicast domains for each UMC channel and a
corresponding VLAN configuration is required in the switch.
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Definitions

Function #: This field corresponds to the logical function on that port. Logical function to physical
function mapping is transparent to the user.

Type: This field corresponds to the type (NIC, iSCSI, or FCoE) of this function.
UMC NIC: Name used to reference the UMC NIC function.

MAC Address: Media Access Control address. A unigue identifier that is globally unique and
assigned to network interfaces for communication on the physical network segment.

Logical Link Status: Logical Link of this function. If the function is enabled then the Logical Link
will reflect the Physical Link Status. If disabled, the Logical Link will be DOWN.

LPVID: Logical Port VLAN ID. The default VLAN ID the channel is member of when UMC is
enabled. It is configured from the EFI/UEFI ROM BIOS uitility.

VLAN: Virtual Logical Area Network

C-VLAN: Customer provided VLAN

Admin Logical Link: Administrated Logical Link must be enabled on each port for each function
type in the Multi-Channel Configuration Menu in the EFI/UEFI ROM BIOS.
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